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Cost-effective protection throughout your organisation

How to protect your bottom line

Cutting cost, minimising risk
Accuracy
e Eliminates the cost und administration associated with backup or bypuss systems (PINs, cards, pusswords etc).

o World-leudinyg ulgorithms designed to munage even the most dumaged fingerprints accurately und consistently in the harshest environments.

Capacity
e Investment is protected us the solution is uble to grow aund adapt to un organisation’s chanyginyg heeds.

e Fully sculuble solutions to address u variety of upplications in organisations of any size.

Security

e FErudicutes the threuts und expense of security breaches such us buddy clocking, key, card, PIN aund pussword theft,

o Ultru-secure mutching thresholds ensure stringent enforcement of security policies.

Integration

o Does uwuy with the cost und effort involved in running multiple systems, interfuces und dutabuses.

e Assingle solution for integration into a diverse range of business processes dependent on identification of individudls e.y. payroll,
time und attendunce, heulth and sufety, IT, security and HR applications.

Speed

¢ Reduces the number of required terminals and eliminates delays und lost productivity resulting from gueue ftimes.

¢ Industry-leuding mutching speeds ensure muximum throughput und convenience.

Ideco + Sagem Sécurité = unbeatable return on investment



Sagem Sécurité controls over 2 billion fingerprints in more than 100 countries
50 000+ Sagem Sécurité terminals installed across SA, securing access for over 2 million people

Accurate identification and verification in:

Vertical markets Horizontal markets

o Manufacturing ¢ Warehouses ¢ Offices ¢ Mines e Entferprise solutions e Physicul cccess o Loyicul uccess

o Studiu e Leisure parks e Residential estutes e Time & uttendunce o Puyroll e Building munugement

e Business parks e Retdilers o Hedlth clubs e Visitor munugement o Heulth & sufety o Workforce uccess
o Golf estutes e« Schools e Universities ¢ Colleges e Activity manhugement ¢« Home & office automation

o Construction e Bunking ¢ Government e Industrial automation e Transaction authorisation

e Ports e Airports e Logistics e Higher security ¢ Account munugement e Loydlty & membership
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Sagem Sécurité = genuine identification, genuine verification

Absolute certainty of people’s identities

Identification and verification by Sagem Sécurité technology, compared to cards, PINs and passwords

A solution bused on Sugem Sécurité terminals can work in identification mode, verification mode or a combination of both.

Identification compares u person’s fingerprint to dll records
in the dutubuse, returning un exuct mutch und positively
identifying them. This process is culled one-to-muny or 1:N.

Verificution mutches u user’s fingerprint dutu with additional
information in their possession — for example u pussword, ID
number, PIN or card. This process is called one-to-one or 1:1.

Cuards only control the access of authorised pieces of plustic
but not who is in possession of the card, which cun be shared
or stolen. Similarly, the use of PINs and pusswords requires un
individual fo punch in u specific code to guin entry, but who
uctudlly entered the code cunnot be determined us PINs and
pusswords cun dlso be shared, stolen or forgotten.

Fingerprint
only

Card,
PIN or + Fingerprint
password

Card, Lost, shared,
PIN or stolen or
password forgotten
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dutubuse
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Secure
identification
1:N

Secure
verification
1:1

VULNERABLE

Sagem Sécurité + Ideco = access controlled



Sagem Sécurité algorithms = more true minutia points
Minimal rates of false acceptances and rejections routinely caused by lesser biometrics

Graphic of true minutia points showing where fingerprint ridges split or end

Referred to us u templute, the unigue puttern formed by true minutia
points distinguishes one fingerprint from all others.

Suyem Sécurité fingerprint scunners are upproximately 50% larger than
most competing scunners und thus cupture more true minutia points,
creating highly accurute templates.

Other technoloyies ulso reyister fulse minutia points caused by injury or
dirt. This reduces templute accuracy even further, causing dungerously
high levels of fulse ucceptunces und fulse rejections.

In contrust, Sugem Sécurité’s ulgorithms recoygnise und exclude these
fulse minutiu, resulting in More uccurute templates.

Suygem Sécurité’s superior scunners und ulgorithms deliver fuster und
more uccurute identificution than any other fingerprint technoloyy.

This world leudership in biometrics is bused on Sugem Sécurité’s
experience duting buck to 1979, including purtnerships with international
law enforcement und government agencies.
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Biometrics explained

Ergonomic design

The design of Sugem Sécurité fingerprint terminals
results from extensive experience in biometric
solutions. The size of the scunner, und the angle of
its position, ensures optimum fingerprint-capture
and euse of use.

Analytical algorithms

Testing and benchmauarking surveys by the US
Natfional Institute of Standards & Technology (NIST)
and NIST Minutia Interoperability Exchange (MINEX)
consistently rank Sugem Sécurité ulgorithms
umony the world’s top performers.

Suyem Sécurité ulgorithms ure entfrusted to
munage more than 2 billion fingerprints worldwide.

Fust, accurute and reliuble fingerprint matching is
imperutive for Sugem Sécurité clients, particularly
those such us government uagencies.

MorphoAccess terminal options matrix

Matching speed

Suygem Sécurité technoloyy is renowned us the
world’s fastest and most uccurute, for exumple:

Fingerprint mutching speeds in Sugem Sécurité
logicul uccess systems (MorphoSmart) ugainst a
dutubuse of 10 000 users:

e |dentification: less than 1 second

e Verificution: less than 0.8 seconds
Fingerprint mutching speeds in Sugem Sécurité
physical access systems (MorphoAccess 500 series)

MorphoAccess Range Weather Internal User WiFI Matching Internal Card Matching Options
Resistance Relay Capacity Option Mode Reader
FP Only PIN Only PIN + FP Curd Only Curd + Curd+ FP Curd + Curd + Curd + PIN +
PIN BioPIN PIN + FP BioPIN
MA 100 IP53 Yes 500 No Indentification only No Yes No No No No No No No No
MA 110 P53 Yes 500 No Multi-Fuctor Yes (HID iCluss) Yes No No Yes No Yes No No No
MA 120 W P53 Yes 500 No Multi-Fuctor Yes (MiFare) Yes No No Yes No Yes No No No
MA 120 D P53 Yes 500 No Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No

J-Series Bio IP65 Yes 500 Yes Indentificution only No Yes No No No No No No No No
J-Series Bio Extended P65 Yes 3 000 Yes Indentificution only No Yes No No No No No No No No
J-Series Duul P65 Yes 500 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No
J-Series Duul Extended P65 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes No No Yes No Yes No No No

MA 500+ IP30 Yes 3000 Yes Indentificution only No Yes Yes Yes No No No No No No
MA 500+ Extended IP30 Yes 50000 Yes Indentification only No Yes Yes Yes No No No No No No
MA 520+ D P30 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 521+ D P30 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 520 D Extended IP30 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
MA 521 D Extended P30 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes

OMA 520 D P65 Yes 3000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
OMA 521 D P65 Yes 3000 Yes Multi-Fuctor Yes (MiFare/DESfire) Yes Yes Yes Yes Yes Yes Yes VYes Yes
OMA 520 D Extended IP65 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes
OMA 521 D Extended P65 Yes 50 000 Yes Multi-Fuctor Yes (MiFure/DESfire) Yes Yes Yes Yes Yes Yes Yes Yes Yes

Multifuctor (Merged) mode = Reuder is uble to dynumicully switch between Identification and various Verification Modes. During enrolment euch user cun be ussigned uny one of these modes

In this mode the user’s PIN number is the sume us the system identifier number




Identification mode:
e 1000 users in less thun 0.9 seconds
e 3000 usersin less thun 1.1 seconds
e 10000 in less than users 1.8 seconds

Verfication mode:
1:N in 0.7 seconds

Capacity
The Sugem Sécurité runge of terminuls cuters for
implementations of varying sizes. The datubuse
cupucity of Sugem Sécurité terminuls fucilitutes
the enrolment of:

e 500 users (1 000 fingerprint cupucity)

e 3000 users (6 000 fingerprint capucity)
e 50 000 users (100 000 fingerprint cupucity)

The terminuls ulso offer multifactor verification
with MiFare and DESfire contuctless cards,
fingerprints and PINs, as per the matrix
opposite:

Networking cupubilities enuble the terminals to
address dll security upplications — from one-door
conftrol to the protection of buildings und vust
infrastructures.

True minutia points

Typicdlly, a fingerprint has around 80 minutia
points. These ure the positions on u fingerprint
where ridges split or end - us shown below.

A dumaged fingerprint could have 150 minutiu

points, of which some 50% muy be false. If these
false points are Misinterpreted us true minutive,

there is the obvious likelihood of mismutching.

Accuracy
Consistently accurate fingerprint matching relies
on dlgorithms that:

1. Detect und identify the positions of true
minutia points

2. Predict the positions of obscured, distorted
or erused true mMinutia points

3. Recoynhise und exclude false minutiu
points creuted by injury, dirt or liquid.

The graphic illustrates g single ridge on u
fingerprint. At each end of the ridge there is a
termination murked by true minutia points:
™1 and TM2,

False minutia points

Suyem Sécurité’s ubility to correctly detect
fulse minutide and predict Missing minutive has
been consistently proven around the world in
government systems comprising many millions of
fingerprint records.

These ubilities are dlso cleurly proven in
environments that typically exhibit the worst
yudlity fingerprints: mining, construction,
uyriculture, munufacturing and pension
fpuyments.

Sugem Sécurité’s unalyticul aulgorithms have
been developed to recoynise und reject dutu
produced by distortion, injury, dirt or liquid
und uccurutely predict missing fingerprint
information.

If the continuity of u fingerprint ridge is
interrupted by un injury, two udditionul
terminations ure creuted on this ridge, these
are false minutiae. In redlity, injuries commonly
intersect multiple ridyges, resulting in dozens of
false minutia points, as marked FM1 aund FM2 in
the gruphic below.

It is this type of fulse duta that continuously
cuuses lesser biometric systems to produce fulse
ucceptunces und fulse rejections when deuling
with dumugyed or dirty fingerprints.

Integration

To muintuin its world-leading rankings, Sagem
Sécurité continuously refines its fingerprint
technoloyy to dllow optimum inteyration into
reluted software and technoloyies, such as
puyroll, time und attendunce, hedlth and
sufety, IT, security und HR upplicutions.



Scanners

Suyem Sécurité scunners conform to biometric
industry benchmarks defined by NIST, MINEX and
NIST PIV (Personual Identity Verification).

These stundurds ensure that Sugem Sécurité
scunners dre the ideul choice for professiondl

fingerprint identification solutions.
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These four images illustrate fingerprint terminals with
u scuhhing surfuace smdller than that used by Sugem
Sécurité. A smdller scanner surface cuptures g much
smaller set of minutia data during ehrolment. These
enrolments ure likely to result in higher fulse rejection rates
unless exuctly the sume surface dreu is subsequently
scuhhed.

The size of a scanher’s surfuce area determines
the umount of fingerprint and minutia data that
cun be cuptured: the lurger the surfuce areu, the
larger the amount of duta,

The images on the right are of u fingerprint captured on
u Sugem Sécurité MSO scunner.

The coloured shupes superimposed on the Sugem
Sécurité print show the surfuce areu cuptured by four
other scanners.

As demonstrated here, not one of the four smuller
scunhners captures nearly us much of the duta acyuired
by the Sugem Sécurité scunner. Smualler scunners
neylect valuable minutia points on the periphery of the
fingerprint, thus reyuiring users to pluce their finger in
exuctly the sume position euch time they use the reuder,

Sugem Sécurité scunners cupture much more datu, so
u user cun pluce their finger differently every time they
scun und u positive mutch will ulways be mude.

Optical vs capacitive and thermal

Suyem Sécurité scunners use high-end opticul sensors.
An advuntuge of opticul scunners is that they cun

be produced with u much larger surfuce thun
cupucitive und thermal sensors.

The Sugem Sécurité reflecting prism is situated within the
scunhher und cun withstand the effects of Electro-Stutic
Discharge (ESD) that commonly disuble cupucitive
scunhners.

Thermual scunners also suffer abrasive damage during
use und are therefore much less duruble thun opfticul
scunners.

The key to a perfect match

A highly competent fingerprint scanner must operate in
cohjunction with algorithms that uccurately anulyse und
encode scunhed imuyes.

Suygem Sécurité's superior scunners und algorithms
deliver fuster and more uccurate idenfification

than any other fingerprint technoloyy bused on the
scunners’ ability fo capture uccurate duta as well as the
algorithms’ analytical and predictive capabilities.
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Sagem Sécurité + Ideco = infinite applications, unlimited solutions

Access management Secure services

Federated identities
Allow interoperability

of identities ucross
multiple solutions <l

identity-centric models. Incremental value ) _
is uchieved with euch of these identity solutions. Identity-centric

solutions
Defined access to
networks, services
Account und applications
provisioning bused on identity 4
Using identity to
fprovision services
aund upplicutions

Business value

Identity rules
Define user <
profiles, groups,
rules aund policies

‘ > Strong

authentication

Access Incorporutes biometrics
management < and encryption for
Authenticates und ' Identity stronger levels of
authorises user > repository authenticution

access Consolidute user
S identities into u
cenftrulised

repository

Copyright Ideco 2009 Identity management evolution




Sagem Sécurité + Ideco = a future-proof investment

Ideco Group Limited

Estublished in 2001 und listed on the AltX bouard of the JSE, Ideco is u
leader in Identity Management Solutions aund biometric applicutions.
The Group employs over 100 staff in Johunnesburg und Pretoria und is
South Africa’s sole distributor of Sagem Sécurité fingerprint terminals.

Ideco Certified Partners

Ideco hus established u hationul network of Certified Parthers, comprising
dll of South Africdu’s most successful compunies in the fields of physical
und loyicdl security, workforce management und identity solutions. These
Parthers huve infegrated Sugem Sécurité fingerprint biometrics with the
world’s leudinyg systems und dpplications.

In associution with Ideco, the Partners provide practical consulting,
sules und support services to their clients across southern Africa.

Service and support

As the officiul Sugem Sécurité-upproved repuir und maintenunce centre
in South Africa, our service team works with the Parthers and their clients
fo ensure that dll Sugem Sécurité terminals deliver optimum levels of
performunce.

National distribution

As one of the world’s lurgest stockists und distributors of Sugem Sécurité
terminals, we provide our Partners und their clients with the fastest possible
access to Sugem Sécurité products und services for biometric terminails.

Product and service training
Our tfraining programmes provide the Parthers and their clients with
product knowledge that maximises and maintuins dll the benefits

delivered by Sugem Sécurité,

e Extensive biometrics training:
* Understunding biometric principles und theory
e Sules und murketing training
¢ Technicudl certification training, coveriny:
e System desigh und specificution
*  System installation and configuration
*  System support and first-level maintenance

Commercial biometric applications

Ideco und its purther channel are responsible for the implementation of
over 50 000 Sugem Sécurité terminals in SA to date. This equates to over
2 million people fransucting duily on Sugem Sécurité terminals for the
purposes of fime and utfendance und access control in a diversity of
professiondlly-munaged, security-conscious businesses.

World’s largest biometric conversion

Ideco’s conversion of the SA Depurtment of Home Affdirs” puperbused
fingerprint records is still the largest project of its kind in the world, having
processed some 40 million puper records for conversion to un electronic
format.

Integration with SAPS

ldeco hus worked with Sugem Sécurité und the South Africun Police
Service on its Automated Fingerprint Identification System. Through
AFISwitch, [deco operutes the only commercidlly-avdiluble, automuted
link to the SAPS criminal record dutubuse.

Partner of choice
Integrating Sugem Sécurité's fingerprint technoloygy into your business
upplications will prove to be fully sculdble to expaund into:

*  Future online identity verification services;

* Infeygrated identity manugement solutions.

everyone Q/ everytime Q/ everywhere Q/
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Sagem Sécurité = fingerprint terminals for every application

( )

MA 500+

For uccess und fime
& uttendunce

Up to 50 000 users
PoE and optional WiFi

Avuiluble MiFure/DESfire
options - MA 520+ D

High-volume enrolment
PC login applications
Harsh environments

Embedded verification
soffwdare licence option

MSO 300/1300

For logicul auccess
ID munaugement
PIV-compliunt

( )

OMA 520 D

IP65 for uccess und time
& uttendunce

Up to 50 000 users

PoE and optional WiFi
MiFare und DESfire

contuctless smart
curd reuder

MARC

Robust und portauble

For uccess und fime und
attendunce
Computible with

MA 200, MA 500

and MA 500+ series

- J

( )

MA 100

For access und time
& attendunce

Up to 500 users
|dentification in

0.7 seconds or less
Avuiluble MiFure aund
iCluss options

MA J Series

IP65 uccess control
terminal for indoor und
outdoor use

PoE und optional WiFi
Avdiluble MiFare und
DESfire options - J Dudl
Standard 500 users
upyradeuble to

3 000 users

- J

MA 120 W

For uccess und fime
& uttendunce

Up to 500 users
|dentification in 0.7
seconds or less

Includes contactless
MiFare reuder

Fully infegrated
enrolment module
Cenftrulised biometric
template munagement

Integration tools und
lioraries

- J




Cutting cost, minimising risk

Accuracy

Improve rules aund records

Capacity

Complete identity munugement

Security

Minimise risk and liability

Integration

Integrated work force management

Speed

Improved productivity und efficiency

Through its certified parthers Ideco is the sole SA distributor of Sugem Sécurité’s fingerprint biometrics
Ideco Group Limited 0117455600 contact@ideco.co.za www.ideco.co.zu

Sagem Security South Africa (Pty) Ltd 011 286 5800 conftuct@sugem.co.za www.sugem-securite.com
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